TriCom Remote Control Server 2005
User Manual

Introduction

The TriCom Remote Control Server is essentially six systems in one:

1. An efficient, secure, expandable Members Registration Data Source underlying a professionally-
designed Website;

2. An automated Web-Based Telephone Dialing System capable of handling
a. Human Interaction,
b. Answering Machines,
c. Voice Mail,
d. Cellular Telephones,
e. Long Distance;
3. An automated Email Fan-Out System capable of sending several hundred emails per hour;

4. An automated Facsimile (Fax) System optimized to handle both dedicated and manual-transfer
fax scenarios;

5.A convenient and secure Members Management System allowing authorized individuals
immediate access to member information; either for adding new members, modifying exiting
members’ information, or making changes involving membership zones;

6. An Events and Errors Tracking System that continually monitors the TriCom Remote Control
Server as it operates and that

a. Takes note of successful and unsuccessful contact attempts;

b. Automatically attempts to recontact people who have not answered their Telephone, or who
did not receive their Email or Facsimile;

c. Builds a list of potentially problematic phone numbers and email addresses for administrative
review;

d. Keeps track of associated technical information that will facilitate diagnosis of any problems
that may occur with the system itself.

Given the wide variety of telephone services and devices currently available on the market, and the
limitations inherent in any type of automated technology involving extensive human interaction, we
realized when originally conceptualizing the TriCom Remote Control Server that a 100% success rate,
although ideal, would not be realistic under the circumstances. When we initially determined what would
constitute the term “successful” in regard to the operability of the proposed Alert System, we decided
that a valid and feasible goal was that the Telephone Component would effectively deliver the Fan-Out
to at least 80% of all members who elected to be contacted via telephone; and that the Email and Fax
Components would be effective to a rate of about 85%; with no stalls or failures occurring during the
Fan-Out process.

We are pleased to report that at this point in time we are experiencing success rates of well over 90%
on all three components.
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TriCom Remote Control Server 2005 - Prerequisites

The following prerequisites must be met before the TriCom Remote Control Server can be installed:

1. High Speed Broadband Internet:

A reliable high-speed broadband (always-on) Internet connection must be installed and
operational. The TriCom Remote Control Server is designed to send emails through high-speed,
broadband internet. A reliable broadband internet connection is also necessary for the Remote
Members Registation Website to connect to the TriCom Remote Control Server. If at all possible,
the Internet connection should use a Static IP address. If your Internet Service Provider cannot
provide you with a Static IP address, TriCom can be configured to use a Dynamic IP address,
although the reliability of the system may not be quite as high.
2. Voice Mail with Do Not Disturb:

For each telephone line that the system is connected to, the line MUST be set up to NOT
ACCEPT incoming calls. In other words, your phone line(s) must have a service activated that
will prevent the phone from ringing if a phone call comes in. The following services should
enable this requirement to be met:

1. “Do Not Disturb”: This will simply play a pre-recorded message to the incoming caller.

2. “Do Not Disturb” with “Voice Mail” or “Voice Mail Simple”: This will play a pre-recorded message
to the incoming caller and permit the option of having them leave a message.

3. “Call Forwarding Variable” or “Call Forwarding Fixed”: These will automatically forward the
incoming call to a different phone number of your choice.

When creating your recording, the message can contain a phone number to contact for people
who missed the Crime Watch update, or a recording of the actual Crime Watch update itself,
perhaps along with a contact number in case the member has any more questions. That way,
when members call back they can hear your message while TriCom continues to make its
calls.

3. Remote Desktop Access:

Windows Remote Desktop needs to be enabled on the TriComRC computer. If your network is
behind a firewall, Port 3389 will need to be open for both UDP and TCP traffic, and directed to
the Static IP address that the TriComRC computer is set up to use (usually 192.168.1.177).



TriCom Remote Control Server 2005 - Connection Procedures

The TriCom Remote Control Server is able to be connected from one to four telephone lines
simultaneously. These instructions will outline the steps necessary for connecting it to two lines for
dual-line operation. The steps can be modified as appropriate for one, three, or four lines.

The tower, monitor, and keyboard / mouse should be placed on solid desk in a cool, dust-free location
with good ventilation for cooling. The sketch following on the next page is a suggested layout for setting
up the components of the TriCom Remote Control Server.

Once the components are in place, they need to be connected as per the diagram that follows. The
cables must be connected precisely as described in the diagram. Line 1 is the Main telephone line. It
will be used for sending both phone calls and faxes. Lines two to four are used to send phone calls
only.

In the diagram that follows, Green represents Line 1, the main telephone line. Red represents Line 2
which is optional. Additional lines can be added by duplicating the section in Red for Lines 3 and 4.
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TriCom Remote Control Server 2005
Installation / Reinstallation Procedures

Please note that the following steps should be performed only by a person who has a high degree of
proficiency in computer hardware and software installations.

Installing the TriCom Remote Control Server consists of two stages. The first stage is the installation
of the Prerequisites that the TriCom Remote Control Server needs in order to operate. The second
stage is to install the TriCom Remote Control Server itself.

Please note that where square braces ([ ]) are used in these instructions the text contained within the
square braces specify a name, path, etcetera.

Section 1: Install the Preliminary Software

In full, the following programs need to be installed in order to operate the TriCom Remote Control
Server. Most can be found on the installation CD’s:
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. Windows XP Update - Service Pack 2

. An antivirus program such as the latest version of NOD32

. Adobe Reader

. The dotNET Framework version 1.1

. Hotfix for the dotNET Framework

. The ImageViewer program

. Drivers for the primary modem (usually the US Robotics 5610B)
. Drivers for the secondary modem (usually the Aopen FM56-PX)
. The Ahead Nero CD Burning Suite

a. Ensure Nero SmartStart is not selected during installation
b. Nero Burning ROM and Nero Wave Editor are the only programs that should be installed
c. If Nero Wave Editor is not on the CD, then install Acoustica instead (as in Step 10)

10. Acoustica 3.2 (some installations use Nero Wave Editor instead)
11. Zone Edit Dynamic DNS Client

12. ATT Natural Voices (the instructions are in the setup folder)

13. Full Setup for Dialogic D4PCIU or D4PCIUF

a. In the [Prerequisites 2] CD, open the folder named [1. Service Release 5.1.1].
b. Click on the file named [setup.exe].

c. If asked to view the Release Guide, click [No]. Click [Yes] to accept the License agreement.
When asked to input your name and company, leave the values as they are by default.

d. Select the [Custom] option.

e. In addition to what is already checked by default, select [GlobalCall APl Package].

f. If asked where to install documentation, select [Locally].

g. Complete the installation. Do not select to view the DCM nor the Release Guide. Restart the
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computer when prompted.

h. From the [Prerequisites 2] CD, copy the folder named [Additional Drivers] into the directory

that the Dialogic drivers are located (usually C:\Program Files\Dialogic) and paste the folder
into the directory. When specifying drivers, you will select the drivers from the directory that
you just pasted.

i. Restart the computer.

j- In the [Prerequisites 2] CD, open the folder named [2. ServicePack1 for SR5.1.1].
k. Click on the file named “setup.exe” and run through the installation process.

|. Restart the computer.

m. In the [Prerequisites 2] CD, open the folder named [3. Point Release D4PCIU].

n.

Click on the file named “setup.exe” and run through the installation process.

Restart the computer. Then go to Windows Update and check for critical updates. Your computer
should be configured to check for updates automatically, and to download and install then automati-
cally. Restart if necessary.

Please note: If you need to uninstall the Dialogic software, you must do so in the following

order:
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. Go into [Control Panel] and then [Add or Remove Programs]

. Find [Intel Dialogic Point Release] and uninstall it.

. Restart the computer.

. From [Add or Remove Programs], find [System Release 5.1.1 Service Pack 1] and uninstall

it.
Restart the computer.
From [Add or Remove Programs], find [Dialogic System Software] and uninstall it.

. Restart the computer.

Section 2: Configure Dialogic Utilities

Configure the Dialogic Configuration Manager

1.
2.
3.

Go to [Start], then [Programs], then click on [Intel Dialogic... Configuration Manager].
If a window comes up with a message about the DSS running, click [OK].

Select the item [D/4PCI-U #0...], then click [Service-->Start Service]. If it is dimmed out then
the service is already running.

. Select [Service-->Startup Mode] and ensure [Automatic] is checked and [Manual] is

unchecked.

. Right-click on the item [D/4PCI-U #0...], then select [Configure Device].
. Refer to the [TriComRC Settings.pdf] file in the [Documentation] folder on the installation CD.

Carefully check the settings and ensure they are consistent with the settings specified in the
pdf file.

. Click [OK] when you are finished, and then exit out of the Dialogic Configuration Manager.



Configure the Dialogic TSP

. Open the Windows Control Panel.
. Select [Phone and Modem Options].
. Click the [Advanced] tab.

. If [Dialogic Generation 2 Service Provider for NT] does not appear in the [Advanced] tab then
proceed with steps 5 to 13, otherwise skip them.

. Click [Add].

6. Select [Dialogic Generation 2 Service Provider for NT] (If you don’t see this as a selection,

then you did not select the [GlobalCall] option during installation. You must run setup again

and check this box while leaving all the others now unchecked.).

7. Click [Detect Boards] to update the list of Dialogic board channels (dxxxB1C1 is board 1
channel 1). The list is updated to match the configuration that was most recently started. You
can click [Help] to access online help for the TSP configuration.

8. Click on the [Advanced] button causing the [Configuration Service] dialog box to appear.

9. Refer to the [TriComRC Settings.pdf] file in the [Documentation] folder on the installation CD.
Carefully change the settings to exactly match the settings specified in the pdf file.

10. Do the previous step for each other tab.
11. Press OK to save your changes and go back to [Phone and Modem Options].
12. Close [Phone and Modem Options].
13. Reboot the computer.
Activate the Dialogic WAVE Driver
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. Bring up the Windows Control Panel.
. Select [Add Hardware].
. Click [Next], then select [Yes, | have already connected the hardware], then click [Next].

. Scroll to the bottom of the [Installed hardware] list and select [Add a new hardware device],
then click [Next].

. Select [Install... from a list], then click [Next].

. Scroll down and select [Sound, video and game controllers].

. Click the button [Have Disk].

. Browse to [C:\Program Files\DIALOGIC\Additional Drivers\oemsetup.inf] and click OK.
9. Click on the [oemsetup.inf] file and click Open

10. [Dialogic Wave Driver 1.x] should now be listed

11. Complete the installation by clicking Next twice and saying [yes] to the digital signature
message

12. If prompted for another driver, select [DLGWAVE.DLL] in the [C:\Program Files\Dialogic\
Additional Drivers] folder

13. Verify that [Number of Channels] is greater than zero (>0)
14. Click [OK] on the Dialogic Wave Driver Config Window
15. Reboot the computer.

A WON -

0 N O O

To update the Dialogic WAVE configuration after making a change to the board configuration (adding,
removing, disabling or enabling boards) or to view the actual number of Dialogic WAVE devices pres-
ent on the system, do the following:



. Bring up the Windows Control Panel.

. Select [Sounds and Audio Devices].

. Click the [Hardware] tab.

. Select [Dialogic Wave Driver 1.x] and click [Properties].

. Select the [Properties] tab. Open [Audio Devices] and double-click [Dialogic WAVE Driver
1.x].

. Click Settings.
7. Click OK after ensuring that the settings appear legitimate.
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Note: If the voice board has been changed in the computer, the Dialogic TAPI/WAVE drivers need to
be reinstalled and reconfigured.

This stage of the installation is now complete.

Section 3: Install the TriCom Remote Control Server

Set up and Configure the Router

1. Install the router according to the router’s installation manual on the router’s installation CD.
2. Ensure that the computer is connecting to the Internet normally.

3. Port Range Forwarding should be set to allow traffic to pass through on [IP Address:
192.168.1.7 & TCP Ports 4001 to 4002] (or as specified in the TriComRC Settings.pdf file).

Ensure the Network is Configured Properly

Sometimes Windows XP will try to “help” you by configuring your PC to talk to your DSL router via the
Internet Gateway Device Discovery and Control Client, Internet Connection Sharing (ICS) and UPnP.
These can be problematic from both security and performance perspectives. If you go into [Control
Panel]-->[Network Connections] and see an “Internet Gateway” in addition to any Local Area Connec-
tions, then you will need to perform the following steps to disable the Internet Gateway configuration:

1. Go to [Start—> Settings-—> Control Panel—> Add or Remove Programs], then click on [Add/
Remove Windows Components] in the left-hand column. When the Windows Components
window comes up, scroll down and click on the [Network Services] line, then click [Details].

. If Internet Gateway Device Discovery and Control Client is selected, unselect it.

. If RIP Listener is selected, unselect it.

. If Simple TCP/IP Services is selected, unselect it.

. If Universal Plug and Play is selected, unselect it.

. If RIP Listener is selected, unselect it.

. Click Next, as needed, to get to Finish (you'll need to reboot if you've made any changes).

~NOoO Ok WDN
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You will also need to ensure that the SSDP Discovery Service and the Universal Plug and Play De-
vice Host are stopped and disabled in Services. To do this, perform the following:

1. Go to [Start—> Settings—> Control Panel—> Administrative Tools—> Services]
2. Scroll down until you can select [SSDP Discovery Service].

3. Make sure it is listed as [Startup type: Disabled] and [Service Status: Stop].

4. Repeat this process for the [Universal Plug and Play Device Host] service.

Configure the Computer’s Network Connection

1. Open the Windows Control Panel and select [Network Connections].
2. Select [Internet Protocol (TCP/IP)] and then click [Properties].

3. Set the connection to use a manual IP address. A typical setting would use an IP address of
[192.168.1.177], a Subnet mask of [255.255.255.0], and a Default gateway of [192.168.1.1].

4. Specify the Preferred and Alternate DNS Servers that are to be used according to the DNS
server settings for your Internet Service Provider.

5. Select the [Advanced] tab, then click [Settings], then ensure the Windows Firewall is turned
off.

6. Click [OK] to finish.
7. Ensure that the computer can connect to the Internet normally.

Install the TriCom Remote Control Software Application

1. Insert the [Release] disk.
2. Run the [setup.exe] file.

3. Leave all the settings at their defaults. Specifically, the program must be installed in the [C:\
Program Files\TriCom] directory. Also, the program should be installed only for the current
user.

Register the Required Components

1. Go to [C:\Program Files\TriCom\TriComRC 2005] and open the file nhamed [Post-Install
Registration.txt].

2. Go to [Start]-->[Run]

2. Perform the following registrations exactly as listed in the file. They must be registered one by
one, and in the same order as listed, from top to bottom. Copy-and-paste should be used to
ensure there are no typing errors. Ensure each registration is successful. If any registration
fails, contact the system administrator.

Set up the Website Server

1. Right-click overthe folder[C:\Program Files\TriCom\TriComRC 2005\WebRoot\abCWprocess]
folder and select [Properties].

2. Select the [Web Sharing] tab and select [Share this folder].
3. In the window that opens, [Alias] should be named [abCWprocess]. [Access permissions]
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should be set to [Read], [Write], while [Script source access] and [Directory browsing] should
be unchecked]. [Application permissions] should be set to [Scripts].

Adjust the Operating System’s Indexing Service

You will need to completely disable the Windows Index Service. To do so, follow these steps:
1. Open the Windows Control Panel and select [Add or Remove Programs], and then click [Add
/ Remove Windows Components].

2. Uncheck [Indexing Service], then click [Next] and complete the Wizard.

3. Open the Windows Control Panel and select [Administrative Tools], and then click
[Services].

4. Scroll down to [Indexing Service]. Right-click over it and select [Properties].

5. On the [General] tab, set [Startup type] to [Disabled].

6. Click [OK].

Configure Internet Information Services

1. Open the Windows Control Panel and select [Administrative Tools] and then [Internet
Information Services].

2. On the left pane, expand the computer node, then expand [Web Sites], then right-click over
[Default Web Site], then select [Properties].

3. For the tab [Web Site], the [IP Address] should be same as the IP address used by the
computer’s Network Connection. The [TCP Port] should be set according to the value in the
[TriComRC Settings.pdf] file. A typical setting would be [4002].

4. For the tab [HTTP Headers], [Enable content expiration] should be checked and set to expire
after 1 day.

5. For the tab [Home Directory], [Local Path] should already be set to [C:\Inetpub\wwwroot].
6. For the tab [Documents], [Enable Default Document] should be unchecked.

7. For the tab [Directory Security], [Anonymous access and ...] --> [Edit] --> [Anonymous access]
should be unchecked. [Integrated Windows authentication] should be checked.

8. On the tab [ASP.NET], [ASP.NET version] should be set to [2.0...].

. Click [Apply] and then [OK] to close the property window.

9. Now on the left pane, expand the [Default Web Site] node, then right-click over [abCWprocess],
then select [Properties].

10. For the tab [Virtual Directory], [Local Path] should already be set to [C:\Program Files\
TriCom\TriComRC 2005\WebRoot\abCWprocess]. The checkboxes [Read, Write, and
Log Visits] should be checked, while [Script source access, Directory browsing, and Index
this resource] should be unchecked. [Execute Permissions] should be [Scripts only] and
[Application protection] should be [Medium]. [Configuration]-->[Options] should have [Enable
session state] checked and set to 20 minutes, [Enable buffering] checked, [Enable parent
paths] checked, and [ASP Script timeout] set to 180 seconds. On the [Debugging] tab, both
debugging flags should be unchecked. Click [OK].

11. For the tab [Documents], [Enable Default Document] should be unchecked.

12. For the tab [Directory Security], [Anonymous access and ...] --> [Edit] --> [Anonymous
access] should be checked, and [Integrated Windows authentication] should be checked.

13. For the tab [HTTP Headers], [Enable content expiration] should be checked and set to
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expire after 1 day.
14. Click [Apply] and then [OK] to close the property window.

15. On the left pane, select [Default Web Site]. Then restart the web srver by clicking the stop
button and then the start button in the icon toolbar.

16. Click [File]-->[Exit] to close the IS Manager.
Configure the Dynamic DNS Client

1. Open [Zone Edit Dynamic DNS Client]. Set the username, password, and host according to
the [TriComRC Settings.pdf] file.

2. Click [OK] and then close the program.
Configure Remote Desktop

1. Open [Control Panel-->System], and select the [Remote] tab. [Remote Assistance] should be
unchecked. [Remote Desktop] should be checked. Click [Apply] then [OK].

Configure Windows Firewall

1. Open [Control Panel-->Windows Firewall]. Ensure itis turned [On] and [Don’t allow exceptions]
is unchecked.

2. On the [Exceptions] tab, ensure that [TriComRC Server 2005] is added as a program, [RCW
Web Server] is added as a [TCP Port] using the Web Server Port (usually 4002) from the
[TriComRC Settings.pdf] file, and [TriComRC TCP Server] is added as a [TCP Port] using the
TCP Server Port (usually 4001) from the [TriComRC Settings.pdf] file. Ensure that [Remote
Desktop] is present on this list. If it isn’t, add [Remote Desktop] as [TCP Port 3389]. Ensure
the [Display a notification... blocks a program] checkbox is checked. Click [OK].

Configure Windows Automatic Updates

1. Open [Control Panel-->Automatic Updates]. Set it to [Notify me but don’t automatically
download or install them].

Test the TriCom Telephone Web Server

1. From a different computer, open Internet Explorer a!@#nd go to the web address according
to the [TriComRC Settings.pdf] file. An example of what the address might look like is:

[http://association.abrcw.info:4002/abCWprocess/default.aspx].

2. You should receive a message indicating that you successfully reached the default web
page. If you could not reach the web page, do not proceed until you have investigated and
corrected the problem.

Installation and configuration is now complete.
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Introduction to the User Interface

Once you have connected the TriCom Remote Control Server as depicted in the preceding diagrams,
the system should be ready for testing. Normally the software will have already been installed and
tested; and you should need only to verify that the components are connected properly by doing a test
run on the program.

¥

1. Turn on the computer and let it boot up. i‘

-’
fd

Lo

3. You will now see a window similar to the following: Lalide TriCom. exe

2. Click on the TriCom icon on your desktop.

/4 start

1t TriCom, 2.0 Main Operations

File Setup Reports Help

Selected Members Monitor
Initiate dlert ] Progless]

Update databaze.. T 93
Prepare tel message...
Load tel mesgage.. T
Enter bt messages. T T

Select zones... | —
Dizplay members  —
Send alert
Line 1 Line 2 Line 3 Line 4
Operation lSeﬂings ] Operation ]Seﬂings ] Operation lSeﬂings ]
oooon Manwal disl Hang up ooooo Manwal dial Hang up ooooon Manusldisl Hang up ooooo Manual disl  Hang up
Position: Diuration: File name: Pozition: Duration:  File name: Position: Duration: File name: Pozition: Druration: File name:
|oooooo Jonooon | 00:00:00 {00000 [oooooo Joxono0 | 00.00:00  [00:0C00
Email Fax Line 1
Operation lMessage ] Settings ] Operation ]Message ] Settings ]
| Marual send | | Manual send
Save All Settings Setup Exit
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4. Click on the “Setup” menu item. You will now see a window similar to the following. Another
document, called “TriComRC Settings.pdf’ has been provided which will have the correct settings
for your system. Normally you shouldn’t need to change any settings on this screen, as they will
have already been set for you prior to delivery of the TriCom system. However, if you experience
any problems later on, or if for any reason you need the reinstall the software, this is the screen
where you will need to go to configure the settings for the program.

Fax Settings

From header: Fural Crime "/ atch

Fram line: |Test Crime %/ atch
Subject line: |Erime w/ateh Test
Ta line: |Erime Watch Member

Logo: C:\Program FileshTn @

Temp tif file:

Email Settings

C:\Program FileshTri m

Subiject line: | Fiural Crime w/atch Update

Return address: |test@albertacrimewatch.com

Fram name: |Test Crime % atch

From address: |test@albeltacrimewatch.com

Reply address: |test@albertacrimewatch.com

Organization: |Test Crime " atch

To name: |Clime ‘W atch Member

Remote Data Source

Address: | https: /A albertacrimewatch. com//db2 /dbL
Uszer: |na
Access: |""

Local Data Source

Members DS: |E: “Program FileshTriCom T

Recontact D5: |C:\Proglam Files\TriComTri

Silence Algorithm
e

{* Dialogic D/4PCIUF

Audio Format
e

f* 11,025 Hz linear PCM, B-bit mano

...
&...

Device Delays

Feset duration:
2000

Post fax ch:

2800

Answer Detection

Person mode silence

trigger:
rigger. ’BDUi

Maon-perzon silence

i A
Tigger '8507

Person continous sound

timeaut: =000

Mon-person continous sound

himeaut: 16000

Line connection

tirmeaut: 50000

5. Click on the button, “Main Panel” to return to the main screen.

TriCom, 2.0 Setup

File View Help

Miscellaneous

Audio recording program:
|E:\Program Files'con Digital @

Laog viewing program:
|CWINDDW S hnotepad.eve (3...

Predial characters:
Initial audio meg path:
|E:\Program Filez TriComATrCo @

Local Syz path:
|E:\Program Filez4TriComATrCo @

Save Changes |

Cancel Changes |

b ain Parel |

6. The first time you start TriCom, you will need to set the program for the number of phone lines
you are using. You will also need to enter some fax settings and email settings. Start by clicking
the “Settings” tab on each of the Group Boxes, as in the following:
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L TriCom 2.0 Main Operations

File Setup Reports Help

Selected Members

Monitor

| ritiate: dlert l ng[ess]

Update databage.. & 99
Prepare tel message.. T
Load tel mesgage.. T
Enter bt messages.. T T

Line 1
Operation  Settings

¥ Line1: Active

Select zones... J—
Dizplay members
Send alert

Line 2 Line 3 Line 4

Operstion  Settings

[ Line 2 Inactive

Operstion  Settings

[ Line 3 Inactive

Operation  Settings

[ Line 4: Inactive

|#nalag Line 1(dexsB1C1) | [ | | =]
Position: Druration: File name: Position: Druration: File name: Pozition: Diuration: File name: Pazition: Diuration: File name:
|oo:00:00 |00:00:00 |oo:oc:on Jonocioo | |oo:0n00  Jon:oooo | [oo:omoo Joooccon |
Email Fax Line 1
Cperation ] Message | o ] Operation] Message Seftings l
[ Inactive [+ Line 1: Active
e Server Address: |smtp.telus. net * Marual
[ Use authentication f Dl " S Lolerelts |ADpen FhBE-Fx Contlollerlej
SIS il Caller ID: es A
Login P, s Called ID: Mo
g Bl.oadband Digit pulze detection: Mo
Part: 25 " Dialup Diigit tone detection: Yes
Play and record wave: Yes %
Save All Settings Setup E it

Line 1: Ensure the “Line 1: Active” checkbox is checked. Set the selected device in the dropdown
box to “Analog Line 1...”

Line 2: If you are using 2 telephone lines, then ensure the “Line 2: Active” checkbox is checked.
Set the selected device in the dropdown box to “Analog Line 2...”. If you are not using 2
telephone lines then the “Line 2: Active” checkbox must be unchecked.

Line 3: If you are using 3 telephone lines, then ensure the “Line 3: Active” checkbox is checked.
Set the selected device in the dropdown box to “Analog Line 3...”. If you are not using 3
telephone lines then the “Line 3: Active” checkbox must be unchecked.

Line 4: If you are using 4 telephone lines, then ensure the “Line 4: Active” checkbox is checked.
Set the selected device in the dropdown box to “Analog Line 4...”. If you are not using 4
telephone lines then the “Line 4: Active” checkbox must be unchecked.

Email: If you have connected internet to the TriCom system and you want to send emails
to your members, Ensure the “Active / Inactive” checkbox is checked. If you do not want
to send emails, this checkbox should be unchecked. The remaining settings in the Email
groupbox need to be set according to the settings in the document, “TriComRC Settings.pdf’;
or according to the SMTP information provided by your Internet Service Provider for sending
emails.

Fax Line 1: In order to determine your modem settings, go to the Windows Control Panel and
select [Phone and Modem Options]. Select the [Modems] tab. There should be two modems
listed. One will be used by the TriCom system for normal faxing; the other is a backup modem
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in case your primary modem ever has any problems. The document “TriComRC Settings.
pdf” will tell you which modem is your primary modem. Take note of the [Attached to] field
for the primary modem. It will list a COM number, such as “COM 1” or “COM 3”. Now go
back to the TriCom program. If you want to send faxes to your members, then ensure that
the “Line 1: Active / Inactive” checkbox is checked. [Device class] should be set according
to the “TriComRC Settings.pdf’ document for each particual modem. [Comm port] should be
set to the COM number that you took note of above; for example, 1 or 3. If you ever need
to switch to the backup modem, all you have to do is change the [Device class] and [Comm
port] entries to the appropriate settings for your backup modem.

10. Now that you have entered the correct settings, click the “Save All Settings” button near the
bottom of the screen. This will save your settings for future use.

11. Now click on the “Settings” tab for each of the six groupboxes to return to normal view.

12. Now that you have entered the required settings and familiarized yourself with the user interface,
you are ready to send a test message.
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Manually Testing the System

When the TriCom program is started, you will see an interface similar to the following. Make a manual
test call for each phone line you are using by entering the [phone number] and clicking [Manual dial] for
each phone line you are using. Do the same for the [Fax line], as well-as for the [Email]. Once proper
operation is confirmed, the system is ready to be tested for Web opération.

TriCom Remote Control Server 2.1.4 - Main Operations

File Setup Help
Selected Members Monitor
Tep Server ]Selected Members ]
Members contacted: |0 of |0 Total zones:
Port: [4001 Members remaining: |0 of |0 0
== Dynamic DNS Client Started == 10/9/2006 09:31:21
= Tcp Server Started = 10/9/2006 09:31:22
Listening on host c1 using IP 152.168.1.7 on port 40
Pause
Resume
Line 1 Line 2 Ling 3 Line 4
Operation lseﬂin Operation lSe‘l'tings] Opergtion l s,gﬂingsl Operation l Sgﬂingsl
0op00  Manual dial Hang up oopgd  Manuzl dial Hang up ooopo  Manual disl Hang up pooon  Manual dial Hang up
Pesition:  Duration:  File name: Pesition:  Duration:  File name: Position: | Duration:  File name: Pesition:  Duration:  File name:
[oo:00:00 [oD.00:00 | [00:00:00 [D0:00:00 | joo.00:00 | [oo00.00 | [00:00:00 [00:00.00 |
Email Fax Line 1
Operation ]r.1essage] settipgs | Operation ]r.'lessage] Settings |
| ” Manuzl send | v | Manual send
Save All Settings Setup Exit
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The “Progress” area will display the current state of the fan-out. The system will send out all the emails
first. Then all the faxes will send on Line 1 only. Once all the faxes have been sent, the telephone
messages will be sent on as many lines as you have configured for the system (one to four lines).

When the main alert process is complete, TriCom will attempt to recontact any members that were not
successfully on the main attempt. Two more recontact attempts will be made after the first one. When
the final recontact attempt has been completed, the alert process is complete. A Recontacts Report will
be automatically generated so you can see the members that were not able to be reached.

Test before sending:

It is always a good idea to test your message before sending it out to your members. You can set up a
“test zone” (for example, zone 99) with yourself entered once listing your cell number. Ensure that the
number you enter is different than the number that TriCom uses to dial out from. When you are ready
to send a fan-out, you can send it to your “test zone” first, so that you can listen to how the message
sounds and ensure that it is okay. Then, you can deselect the “test zone” and select the actual zones
you want to send to.

Making a single call:

Another way of making a test call, fax, or email is to enter the number manually in the text box directly
underneath the “Operation” tab and click “Manual send” or “Manual dial’. The larger text area will
display the status of the call or email as usual.
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The TriCom Management System Website

The database where member information is stored and managed is located on a secure website. The
site is used to enter members, view and modify existing members, and view / modify site administrators.
The website is located at http://www.albertacrimewatch.com and can be accessed via Internet Explorer
version 6.0 or higher.

Navigation menu: When You Log In

After you log in to the
Whbsite, you will see an
interface similar
to the picture on the left.
From here, you can go to
the TriCom Messaging
Section to send a fan-
out, add new members,
edit existing members,
create reports or mailing
labels, or enter the
section for creating or

Your credentials have been authenticated. Where would you like to proceed?

Tricom Messaging Section
Add Members Section

Members Management Section editing Users for the
Report Section TriCom Management
Administrative Section System.
Log Out

Add page to vour Favaorites
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TriCom Messaging Section

When you enter the TriCom Messaging Section, you will see an interface similar to the following.

Log Out MT COUNTY RURAL CRIME WATCH Add Members Section
) Manage Members SECT!OH
elcome HarkcD. et MEMBER ALERT SECTION Adminorts Section
Type your telephane message here. Select voice: |ATTDTNV 1.4 Mike |
Selectvoice format. | SAFTSkHz8Bithono (|
Ine;esgr;t;r;? Selectvoice speed:

Selectvoice volume:

Ereview recording...

Type your fax and email message here.

Fax & email
message:

Info log:

celected Clso Clsa [oes aes [ar oo

Preview selected members...

ones:

IP address:

RC server port I:I [ ] Report email: |markm@meln|tech.com

Send Alert to Selected Members
Weh server port: I:l

Using the TriCom Messaging Section for sending a fan-out is very simple. All you do is perforn the
following steps:
1. Type or paste the message into the “Telephone Message” box and the “Fax & Email Message”
box.

2. Click the “Preview message” link beside the “Telephone Message” box. After a short delay, you
will be able to listen to the computer-generated voice.

3. It is possible that the Telephone Message may need to be tweaked in order for it to sound
correct. The computer voice does a good job of reading normal words, but it may not be able
to pronounce names and abbreviations properly. To correct this, you may need to change the
spelling of certain words, or add punctuation charaters to improve clarity. For example, the
word “Edmonton” may sound better if it is spelled “Ed-mun-tun”. The phrase “RCMP is asking
anyone who has seen” may sound better if it is spelled “R.C.M.P. is asking, anyone, who has
seen”. Inserting the periods will help to slow down the pronunciation of “RCMP”, and adding the
commas will insert slight pauses at those points. Feel free to experiment a little. You can preview
the message as many times as you like until it sounds correct. PLEASE NOTE that the Fax/
Email message does not need to be tweaked, but should be entered exactly as you want it to
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appear in a Fax or Email.
4. Check the zones that you want to send the message to.
5. Press the “Send Alert to Selected Members” button.

You should then see a message in the “Info log” box stating that the message is being sent. You are
finished with sending the fan-out, and can now log out of the website. For security purposes, click the
“Log Out” link when you are finished with the site, and avoid using the “Back” button or “Close” button
on your browser. An email will be sent to your designated Administrator when the fan-out is completed,
and will list any contacts that were not successful.
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TriCom Add New Members Section

When you go into the “Add New Members” section, you will see an interface similar to the following:

Log Out MT COUNTY RURAL CRIME WATCH TriCom Messaging Section
Manage Members Section

Welcome Mark D. Melnik TR DO R AT Reports Section
ADD MEMBERS SECTION Administrative Seotion

Access Information Member Information Contact Information
* Member |gg[|-]-1 | * Primary first | | * Main Telephone |+ Add
number: name: natification: Member
* Zone: | | * Primary last | | * Second Mone
_ name: notification: Cancel
Expiry date:  |na | Altemate first | | Thirg None
Member name: notification:
notes: Alternate last | | Tel area code:
name:
. Tel numkber: |
* Iailing
address: Tel lang
distance:
* TowniCity: | | Tel answer Mane
senvice:

* Postal code:

Fax area code:

< 2| %

Rural address: Fax number; |
Faxlong
distance:
Efdner?tam area Main email |
c .t ct address:
* Conta )
telephone: | Alternate email |

address:

This form is for the adding of new members to your association’s fan-out list. Simply fill in the fields
as listed. Items that have a red asterisk are mandatory. Fields that have a blue asterisk may be
mandatory, depending on the contact methods selected. For example, if “Email” is selected as as
contact method,then an “Email address” must be entered. When you have entered the data, click the
“‘Add Member” link to add the member.

To help you keep track of miscellaneous information conrning your members, there are two fields
provided. One s the “Expiry date”. This is an optional field that you can use to keep track of when that
person’s membership expires. The “Member notes” is also an optional field, and can be used for any
extra information that you may want to note concerning the member. Both of these fields are included
on the printed reports that can be created in the “Reports” setion of the TriCom website.
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TriCom Manage Members Section

When you go into the “Manage Members” section, you will see an interface similar to the following:

Log Out MT COUNTY RURAL CRIME WATCH TriCom Messaging Section
Add Members Section
Welcome Mark D. Melnik . R . - - B . Reports Section
1 l.'l' 2 1 F ;"h O _',:1' L;!'l‘ WY L {};!\‘ Lo . .
TEMBERS MANAGEMENT SECTT Administrative Section
SEARCH BY ZOME SEARCH BY MEMBER
99 ¥ | Go | Lastname: | | Ga
Member #: | | Ga
1
Access Information Member Information Contact Information
Member |g[||:||:|2 | Primary first |ru1arm | Main |Te|ephnne | Edit Delete
number: name: notification:
Zone: |gg | Primary last |ru1elnim | Second |Nﬂne |
) name: natification:
E:ﬁ;”’ | | Attemnate | | Third [None |
: first name: notification:
rn"ll:t;”;_er Alternate | | Tel area |75|;| |
’ last name: code:
Mailing na Tel number: |93521gg |
address:
Tellong |Nﬂ |
_ distance:
Town/City:  Barhead | Tel answer  |4ns Mach |
senvice:
Fostal TIN1C4 |
code; Faxarea |BEE |
Rural 5831451 code:
address: BROZR0T Fax number: |5831451 |
Faxlong |x,r55 |
Contact |;-'g|:| | distance:
area code: Main email |mark11@a|lmail.ne|
Contact |5?4?53|;| | address:
telephone: Alternate |mm@custnmwebm|
email
address:
Member 30003 | Primaryfirst s | Main Telephone | Edit Delete
number: name: notification:
Zone: EE | Primarylast [einikB | Second INone |
) narme: notification:
5:?;”’ | | Altemnate | | Third [None |
’ first name: notification:
::?;;”;_EF Alternate | | Tel area |;.-5|;| |
: last name: code:
Mailing na Tel number: |E?4?53E| |
address:
Tellong |v95 |
distance:

This is where you can look up and edit member information, or delete any members from the system.
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At the top of the form is a search area. Here you can search by zone, or you can enter the name of a
specific member whom you wish to edit. To edit a member’s information, first find that member by doing
a search by zone, last name, or the member number. Then, when you have found the member, click the
“Edit” link. After you have updated the member’s information, click the “Save changes” link to save the
new information. If yo want to remove the member from the system, simply click the “Delete” link.
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TriCom Member Report Section

The Member Report section allows you to generate reports for viewing online or for printing. You can

also create Mailing Labels from this interface.

Creating a Report

To create a report, simply select each zone that you want the report to include. You can select multiple
zones by holding the “Control” key while left-clicking on each zone with your mouse. Once you have
selected the zones for which you want to create the report, press the “Display Report” button. You will

then see an interface similar to the following:

Log Out

Welcome Mark D.

TriCom Messaging Section
Add Members Saction
Manage Members Section

MT COUNTY RURAL CRIME WATCH

to select more
than ane zone

SELECT DISPLAY ORDER INSTRUCTIONS

ZONES

a0 - To create a Members report, selectthe zones that

539 © Sortby member number [ DisplayReport | you want included in the report, select the desired

g5 ) Sort by last name sqrt order, and c:Iiu:k_ "D_ispljay _Repnrt". ‘r’"nu canthen

ols [ Print Report ] printthe repaort by clicking "Print Report™. To create

g7 O Sort by zone Mailing Lakels, select the desired zones and click

- the "Create Mail Labels™ button. A Microsoft Excel

Hold ‘Control [ Create Mail Labels ] spreadsheet will be created dynamically, and you

will be prompted to save this file to your computer.
You canthen use a program designed to print
mailing lakels from an Excel spreadsheet for the
specific type of label you are using. One program
that is very easy to use and can print to a wide
variety of labels is called "Avery Wizard for Microsoft
Office”, which can be obtained via free

download from www.avery.com

Melnika, Marka
Zone: 98
Memrum: 90002
TelMum: 780-674-7530

MelnikB, MarkB
Zone: 99
MemMum: 90003
TelMum: 780-669-2607

MelnikC, MarkC
Zone: 99
MemMurm: 20004
TelMum: 780-674-7530

Comprehensive Members Report
Tuesday, February 05, 2008

Alternaterame: na

Motify1: Telephone [FE0-986-2185]
Motify2: None

Motify3: Mone

AlternateMame: na

Motify1: Telephone [1-7F80-674-7530]
Maotify2: Mone

Motify3: Mone

AlternateMlame: na

Motify1: Telephone [1-F80-674-7330]
Motify2: Mone

Motify3: Mone

Expiry:

MA: na Barrhead TYMN1C4
A 5831451 6692607
MemMotes:

Expiry:

MA: na Barrhead T7YMN1C4
RA: 5831451 6692607
MemMotes:

Expiry:

MA nana TAMN1C4
RA:

MemMotes:

If you press the “Print Report” button, you can now send the report to your printer.
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Creating Mailing Labels

If you intend to print Mailing Labels for the selected zones, pressing the “Create Mail Labels” button will
allow you to save a Microsoft Excel spreadsheet to your computer. You can then print the labels, using
Microsoft Excel, to the mailing labels of your choice. If you are printing to Avery mailing labels, you may
want to install the free Avery program as described under “Instructions”.

TriCom Administrative Section

Only Administrators can access this section. The TriCom Administrative Section allows users to be
created who can then log in to the TriCom Management System Website.

The only people who have access to the TriCom Management System Website are individuals who
have login credentials. There are 3 capacities that a user can have: AddOnly, AddModify, and Admin.
When you add a user you can set them up with one of those 3 capacities, depending on what you want
them to be able to do. User capacities are as follows:

AddOnly: The user can add new members, but cannot view existing member information

AddModify: The user can add new members, and can both view and modify existing member
information. The user can also access the TriCom Messaging System and the Reports section.

Admin: The user has AddModify rights, and also can both view and modify existing User information.
The user can also access the TriCom Messaging System and the Reports section.

From the Administrative Section, new users can be created with an appropriate level of access, or
existing users can be edited as desired.

The lower part of the Administrative Section contains settings that pertain to the interfacing of the

TriCom Management System Website to the TriCom Telephone Server. These settings should not be
changed.

Summary of the TriCom Management System Website

The TriCom Management System Website is located at

http://www.albertacrimewatch.com/

and has been designed to be as intuitive and easy to use as possible. There are a number of video

tutorials located on the website, designed to help you understand how to properly use the TriCom
Alert System.
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Webmail

As a part of the TriCom Alert Syste, a webmail account has been created for your Crime Watch
Association. Any emails that members reply to, or that bounce due to illegitimate email addresses, can
be accessed via your TriCom Webmail account. You can access your albertacrimewatch.com Webmail
account by opening Internet Explorer from any computer and going to

http://webmail.albertacrimewatch.com

and then logging in using the credentials supplied in the document, “TriComRC Settings.pdf’.

Conclusion

If you have any questions or problems with the operation of the TriCom Remote Control Server, please
feel free to send an email or make a telephone call using the contact information provided in the
albertacrimewatch.com website.
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